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METHOD AND SYSTEM FOR BACKUP COPYING 

The present invention relates to telecommuni- 
cation systems. In particular, the invention concerns 
a method and a system for restoring an integrated 
5 backup copy of a distributed data system to the data 
system. 

BACKGROUND OF THE INVENTION 

Backup copying means copying data to another 

10 data medium to ensure an availability of the data. 
Backup copies are made in order to be prepared for a 
situation where access to the original data is lost. 

Distributed data or computer systems, such as 
telephone systems, usually comprise a number of com- 

15 puters or processor-controlled devices specialized for 
given functions. In prior art, backup copying in a 
distributed system, especially a telephone exchange 
system, has been done by the operator by manually 
transferring a backup copy file from each computer 

20 unit to a single backup unit. Correspondingly, the 
backup copies have been restored manually to the com- 
puters one at a time. Therefore, restoring a backup 
copy is a difficult task and particularly susceptible 
to error functions. 

25 Another solution for backup copying in a dis- 

tributed system is to provide a separate backup unit 
in conjunction with each computer unit. In this case, 
however, the sharp increase in the costs and the com- 
plexity of the system become a problem. 

30 The object of the present invention is to 

' eliminate or at least to significantly alleviate the 
problems referred to above. A specific object of the 
invention is to disclose a new type of method and sys- 
tem for restoring a backup copy in a distributed data 

35 system, preferably a telephone exchange system. 
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BRIEF DESCRIPTION OF THE INVENTION 

The invention concerns a method for restoring 
a backup copy in a distributed telecommunication sys- 
tem. The telecommunication system comprises at least 
5 two computer units, which again comprise means for 
generating a backup copy of the computer unit. In ad- 
dition, the system comprises a backup unit comprising 
means for storing a backup copy generated by a com- 
puter unit. The computer units are connected to the 
10 backup unit via a communication system. In the method, 
the backup copies of the computer units are stored in 
the backup unit and a backup copy is restored to the 
computer unit when necessary. According to the inven- 
tion, identification data identifying the computer 
15 unit is saved along with the backup copy in the backup 
unit. When a backup copy is to be restored, the backup 
copy is directed to the appropriate computer unit on 
the basis of the identification data'. In an embodi- 
ment, the backup copies are restored automatically to 
20 the correct computer units. 

The identification data for the computer 
units can be defined by several parallel or alterna- 
tive methods: defining the identification data in the 
name of the directory containing the backup copy, in 
25 the contents of the directory or in a separate file in 
the directory of the backup copy. 

In the backup unit, the backup copy is pref- 
erably stored on a removable medium. Removable media 
include e.g. DAT DDS tape (DAT, Digital Audio Tape; 
0> /DDS , Digital Data Storage), CD-RW, CD-R disk (CD-RW, 
Compact Disk-ReWritable; CD-R, CD -Recordable) or cor- 
responding mass storage media based on optical storage 
or magneto-optical disks. The storage medium may also 
be a hard disk or a corresponding mass storage medium. 
5 In a preferred embodiment, the computer units and the 
backup unit belong to a telephone exchange system. 
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In addition, the invention concerns a system 
for restoring a backup copy in a telecommunication 
system as described above, comprising means for saving 
backup copies of computer units to a backup unit and 
5 means for restoring a backup copy to a computer unit 
when necessary. The system of the invention comprises 
means for saving identification data identifying the 
computer unit in conjunction with the backup copy to 
the backup unit and means for directing a backup copy 
10 to a given computer unit on the basis of the identifi- 
cation data . 

In an embodiment, the system comprises means 
for automatically restoring backup copies to the ap- 
propriate computer units. For the definition of the 
15 identification data, the system may comprise means for 
defining identification data in the name of the direc- 
tory of the backup copy, in the contents of the direc- 
tory of the backup copy and/or in a separate file in 
the directory of the backup copy. 
!0 in a preferred embodiment, the backup unit 

comprises a removable medium, on which the backup copy 
is stored. The above-mentioned computer units and 
backup unit are preferably comprised in a telephone 
exchange system. 
5 The present invention reduces the amount of 

work to be done by the operator in restoring a backup 
copy. Automatic restoration reduces the risk of occur- 
rence of errors and allows the system to reach a nor- 
mal operational condition sooner. The user is not re- 
0 quired to concentrate on the restoration of a backup 
copy as in a situation where user has to restore the 
backup copies manually one at a time. Use of the in- 
vention is advantageous especially in a telephone ex- 
change system, such as e.g. the DX2 00 switching system 
5 manufactured by Nokia. It is possible to take a backup 
copy of a distributed system free of discrepancies re- 
garding transactions and to restore it again from the 
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backup unit to the computer units of the distributed 
system. 

_ LIST OF ILLUSTRATIONS 

5 In the following, the invention will be de- 

scribed in detail by the aid of a few examples of its 
embodiments with reference to the attached drawing, 
wherein 

Fig. 1 presents a diagram representing a sys- 
10 tern according to the invention; 

Fig. 2 presents a diagram representing an- 
other system in which the invention can be applied; 

and 

Fig. 3a and 3b present a flow diagram illus- 
15 trating a method according to the invention. 

DETAILED DESCRIPTION OF THE INVENTION 

Fig. 1 presents a simplified diagram of a 
system according to the invention. The diagram is pre- 

20 sented by way of example and it does not include all 
the components of the particular system, these being 
known to the person skilled in the art. The above- 
mentioned distributed computer system is e.g. a tele- 
phone exchange system comprising a plurality of sepa- 

25 rate computer units 1. Of the components of the tele- 
phone exchange system, Fig. l presents computer units 
1, i.e. a home location register unit HLRU and an op- 
eration and maintenance unit OMU. In addition, the 
figure shows a backup unit 3 and a terminal 6 that the 

30 operator can use to control the various steps of the 
backup copying operation. Except via the terminal 6, 
the backup copying can also be controlled from any 
point via a suitable MMI interface (Man Machine Inter- 
face, MMI) or API interface (API, Application Program- 

35 ming Interface) . The components are interconnected via 
a communication system 5, which may be e.g. an inter- 
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nal message bus in the telephone exchange, a telephone 
network or a corresponding system applicable for the 
transmission of messages. 
— - The backup unit 3 comprises means 4 for the 

5 storage of a backup copy. These means may consist of 
e.g. a DAT recorder or a corresponding tape recording 
device, a disk drive which can use e.g. a hard disk, 
CD-R or CD-RW disk or some other medium based on opti- 
cal storage, a magneto-optic disk or other correspond- 
10 ing mass storage medium or removable medium. Moreover, 
means 4 comprise the software components, such as con- 
trollers, needed for the storage. 

According to the invention, the system com- 
prises means 7 for saving identification data identi- 
15 fying the computer unit to the storage media 4 of the 
backup unit in conjunction with the backup copy. The 
identification data is obtained e.g. from the data 
transmitted in the signalling of the communication 
system 5, or the computer unit 1 itself may append the 
20 identification data to the backup copy to be sent to 
the backup unit 3 . 

Using means 8, the backup copy is directed to 
the appropriate computer unit 1 on the basis of the 
identification data when the backup copy is being re- 
25 stored from the backup unit 3 to the computer unit 1. 
Using means 9, the restoration of the backup copies 
from the backup unit 3 to the computer units 1 is per- 
formed automatically. However, the stimulus for the 
restoration of the backup copies may come from the op- 
3 0 erator. The essential point is that the backup unit 
restores all or a predetermined set of the backup cop- 
ies of the distributed system to the computer units 1 
without the operator exerting any active control . 

Using means 10, the above-mentioned identifi- 
35 cation data is defined in the name of the collected 
backup copy to be stored on the backup unit 3. Backup 
copies may be taken several times, so they can be dis- 
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tinguished from each other by the name. The directory 
name may be based on e.g. the time and/or the identi- 
fication data for the computer unit. Correspondingly, 
^ using means 11 , the identification data is defined in 
5 the contents of the directory of the backup copy, e.g. 
as a suitable filename within the directory. Further, 
using means 12, the identification data can be defined 
in a separate file in the directory of the backup 
copy. The above-mentioned solutions may also be used 

10 in various combinations so as to find the best solu- 
tion as necessary in the situation in question. 

The means 7-12 used in the system can be 
implemented e.g. via software, in which case it will 
be possible to make use of means already implemented 

15 in the system, such as microprocessors and storage me- 
diums. The means 7-12 can also be implemented using 
discrete components, programmable circuits or an ap- 
plication-specific ASIC circuit (ASIC, Application 
Specific Integrated Circuit) . 

2 0 It is to be noted that the above description 

of the components of a distributed system can also be 
understood in a wider sense. Fig. 2 presents an exam- 
ple in which the backup unit 3 is comprised as a com- 
ponent in a computer unit 1, and the number of com- 

25 puter units 1 connected to the backup unit 3 may vary. 
For instance, the HLRU network element of the communi- 
cation system contains several separate target units, 
each having a separate individual backup copy. In 
other words, the backup unit 3 may be comprised as a 

30 part in one 1 of the computer units, in which case the 
architecture of the backup unit 3 may be the architec- 
ture of the computer unit 1. At the same time, the 
backup unit 3 may be comprised in any computer unit 1 
included in the centralized backup copying system. If 

35 the system contains more than one computer unit 1 com- 
prising a backup unit 3, then backup copies can be 
taken and restored freely from different backup units. 
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In conjunction with the backup copy, it is 
also possible to store data indicating the system or 
network element used, allowing the concept of a dis- 
tributed system to be broadened to cover e.g. a tele- 
5 phone network. In this case, it will be possible to 
restore a backup copy via an operation and maintenance 
link even from one network element to another, e.g. 
from an operation and maintenance center to a mobile 
switching center. 

10 Fig. 3a and 3b present a flow diagram giving 

an example of the steps included in the method of the 
invention. In step 31, the operator starts backup 
copying. The operator uses e.g. a terminal 6 to give 
the start command. Each computer unit 1 generates a 

15 backup copy of its own memory, using means 2. The 
backup copy is transferred to the backup unit 3. At 
the same time, identification data identifying the 
computer unit 1 is appended to the backup copy, step 
32. In step 33, the backup copy is stored on a remov- 

20 able medium 4 in the backup unit 3. 

In step 34, a check is carried out to estab- 
lish whether all the computer units 1 predetermined by 
the operator have already been backed up. If individ- 
ual backup copies of all computer units 1 have already 

25 been saved to the backup unit 3, then the backup copy- 
ing operation is terminated. If it is found that there 
are still computer units 1 not yet backed up, then the 
procedure will go on to step 35, where it prepares to 
back up the next computer unit 1, whereupon action is 

3.0 resumed at step 32. 

j- Each one of the computer units 1 may perform 

its own internal backup copying at a suitable time, 
e.g. all computers at the same time. These backup cop- 
ies form in the backup unit 3 a backup copy that is 

35 free of discrepancies regarding transactions, consist- 
ing of the several separate backup copies generated by 
the computer units 1 . 
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In step 36, the operator starts the restora- 
tion of a backup copy, e.g. after the occurrence of a 
system crash or file corruption. The backup unit 3 
checks the stored individual backup copies to estab- 
5 lish the identification data of the target computer 
unit 1, step 37. The individual backup copy is re- 
stored to the computer unit, step 38. In step 39, the 
backup unit 3 checks whether all relevant backup cop- 
ies have been restored to the computer units 1. If so, 

10 then the restoration operation is terminated, other- 
wise the procedure will go on to step 40, where it 
prepares to restore the next backup copy and returns 
to step 37. Thus, a backup copy free of discrepancies 
regarding transactions can be restored automatically 

15 to a distributed system. 

The invention is not restricted to the exam- 
ple of its embodiments described above; instead, many 
variations are possible within the scope of the inven- 
tive idea defined in the claims. 

20 
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